Available Data For Grohe Devices

INFO, WARNINGS & ERRORS

GROHE BLUE HOME AND BLUE PRO

INFO: Information for the user
WARNING: Event where user should check/interact
ERROR: Hardware error or issue on the device

BLUE HOME & PRO

INFO ® Integration Successful
e Firmware Update available
WARNING Active warnings and number of occurrences:
e  Filter capacity almost reached
e Filter capacity reached
e CO, almost empty
e (CO, empty
e Connectivity lost
ERROR Active errors and number of occurrences:

Pump Error

Tap time exceeded Error
Internal Electronic Error
Water Level Sensor Error
Water Leakage Error
Device Overheating Error
Faucet Connection Error




AVAILABLE DATA

GROHE BLUE HOME & BLUE PROFESSIONAL

Type Data Unit Frequency
Measurements Counters for valves Counter e Regularly, several times per day
e Upon user request (by App)
Tapped water times min
Overall operating time hours
Overall pump running time min
Counter for pump Counter
Maximum time without water min
usage
Remaining filter capacity liters
Remaining filter capacity liters
Date of last filter replacement Unix time
Date of last CO2 replacement Unix time
Date of last cleaning Unix time
Counter for filter changes Counter
Counter for cleanings Counter
Counter for power cuts Counter
Time since last restart min
Time since last water tapping min
System States Successful integration Flag e Regularly, several times per day
® On occurrence of a state change
CO, almost empty Flag




CO, empty Flag
Filter capacity almost reached Flag
Filter capacity reached Flag
Cleaning active Flag
Cleaning needed Flag
Auto flush confirmation required | Flag

8 Bits, not in use Flag

System errors and Filter capacity almost reached Flag e On occurrence
events

Filter capacity reached Flag
CO2 almost empty Flag
CO2 empty Flag
Pump Error Flag
Tap time exceeded Error Flag
Internal Electronic Error Flag
Water Level Sensor Error Flag
Water Leakage Error Flag
Device Overheating Error Flag
Faucet Connection Error Flag
Filter capacity reached, counter | Counter
CO, almost empty, counter Counter
CO, empty, counter Counter
Pump Error, counter Counter
Tap time exceeded Error, Counter
counter

Internal Electronic Error, counter | Counter
Water Level Sensor Error, Counter
counter

Water Leakage Error, counter Counter




Device Overheating Error, Counter
counter
Faucet Connection Error, Counter
counter
System Configuration | Timezone offset min e On configuration change
Filter configuration 2x Enum
CO, type configuration Enum
CO, consumption medium deci g/I
CO, consumption soda deci g/l
Pipe length cm
Flowrate still deci I/min
Flowrate medium deci l/min
Flowrate soda deci I/min
Guest mode Flag
Auto Flush enable Flag
Auto Flush confirmed Flag
Cleaning period flag 1 Flag
Cleaning period flag 2 Flag
Cleaning configuration N/A
Serial Number 24 digit serial number ASCII e Regularly, several times per day
Commands Get current measurement N/A e Onrequest
Start cleaning N/A
Factory reset N/A
Filter status reset N/A
CO2 status reset N/A
Revoke flush confirmation N/A
Tap water, amount and type ml, Enum




Available Data Generated by User or Devices

PROFILE

Description: Stores personal profile information and preferences for users.
Columns:

user_id varchar(255) NOT NULL
contact_via_sms tinyint(1) NOT NULL
contact_via_call tinyint(1) NOT NULL
contact_via_email tinyint(1) NOT NULL
auto_trigger_fota tinyint(1) DEFAULT '0'
additional_properties json DEFAULT NULL
language varchar(5) DEFAULT NULL

AUDIENCE_GROUP

Description: Stores data relevant to system operations or domain-specific objects.
Columns:

e audience_group varchar(37) NOT NULL
e user_id varchar(255) DEFAULT NULL

BLACKLIST_SERIAL_NUMBER_INSURANCE

Description: Contains information related to insurance contracts, coverage, or serial
tracking.
Columns:

e serial_number varchar(45) NOT NULL
e insurance_id varchar(8) NOT NULL

INSURANCE_SERIAL

Description: Contains information related to insurance contracts, coverage, or serial
tracking.
Columns:

e serial_number varchar(45) NOT NULL
e insurance_id varchar(8) NOT NULL



insurance_policy id varchar(63) DEFAULT NULL

created_at timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP
last_modified timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON
UPDATE CURRENT_TIMESTAMP

LOCATION

Description: Represents physical places, including metadata like address, timezone,
and type.
Columns:

location_id int NOT NULL AUTO_INCREMENT

name varchar(63) NOT NULL

address_street varchar(127) DEFAULT "
address_additionalinfo varchar(255) DEFAULT "
address_city varchar(63) DEFAULT "

address_zipcode varchar(10) DEFAULT "
address_housenumber varchar(10) DEFAULT "
address_country varchar(63) DEFAULT "

address_state varchar(63) DEFAULT "

timezone varchar(63) NOT NULL DEFAULT "

type int NOT NULL

emergency_shutdown_enable tinyint(1) NOT NULL DEFAULT '1'
address_country_code varchar(2) DEFAULT "

heating_type int DEFAULT '-1'

water_cost decimal(12,6) NOT NULL DEFAULT '-1.000000"
energy_cost decimal(12,6) NOT NULL DEFAULT '-1.000000'

LOCATION_INSURANCE

Description: Stores insurance data associated with physical locations.
Columns:

location_id int NOT NULL

insurance_id varchar(8) NOT NULL
insurance_tandc_accepted tinyint(1) NOT NULL DEFAULT 'O’
insurance_policy_id varchar(63) DEFAULT "



LOCATION_ORDER

Description: Represents physical places, including metadata like address, timezone,
and type.
Columns:

e location_id int NOT NULL
e transaction_id varchar(36) NOT NULL

LOCATION_ROLE

Description: Links users or roles to specific physical locations.
Columns:

e user_id varchar(255) NOT NULL
e |ocation_id int NOT NULL
e role varchar(255) NOT NULL

NPS_SURVEY_TRANSLATIONS

Description: Holds data related to user feedback surveys and translations.
Columns:

survey id varchar(8) NOT NULL

language varchar(5) NOT NULL

titte varchar(255) NOT NULL

description varchar(2048) DEFAULT NULL

button_label varchar(255) NOT NULL

created_at timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP
last_modified timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON
UPDATE CURRENT_TIMESTAMP

ONDUSPORTAL_PROVISIONED_USERS

Description: Stores user-related information, including preferences or access.
Columns:

e user_id varchar(255) NOT NULL
e access tinyint(1) DEFAULT '1'



PROFILE_EC

Description: Stores personal profile information and preferences for users.
Columns:

e emergencycontact_id varchar(37) NOT NULL
e user_id varchar(255) NOT NULL
e status varchar(32) NOT NULL DEFAULT '0'

PROVISIONING_SERIAL_NUMBER

Description: Stores data relevant to system operations or domain-specific objects.
Columns:

e serial_number varchar(45) NOT NULL
e audience_group varchar(37) NOT NULL

PUSH

Description: Contains push notification tokens and related metadata for user devices.
Columns:

token varchar(255) NOT NULL

user_id varchar(255) NOT NULL

platform int DEFAULT '-1'

arn varchar(511) NOT NULL

enabled tinyint(1) NOT NULL

client_id varchar(25) NOT NULL DEFAULT 'iot'
major int DEFAULT NULL

minor int DEFAULT NULL

patch int DEFAULT NULL

ROOM

Description: Describes rooms within a location and associated configurations.
Columns:

room_id int NOT NULL AUTO_INCREMENT
name varchar(63) NOT NULL

type int NOT NULL

location_id int NOT NULL

room_type int NOT NULL DEFAULT '15'



ROOM_ROLE

Description: Describes rooms within a location and associated configurations.
Columns:

e user_id varchar(255) NOT NULL
e room_id int NOT NULL
e role varchar(255) NOT NULL

SUPERUSER_RESOURCE_ACCESS

Description: Stores user-related information, including preferences or access.
Columns:

user_id varchar(37) NOT NULL

resource varchar(100) NOT NULL DEFAULT "™
create tinyint(1) NOT NULL DEFAULT '0'
update tinyint(1) NOT NULL DEFAULT '0'

read tinyint(1) NOT NULL DEFAULT '0’

delete tinyint(1) NOT NULL DEFAULT 'O’

TANDC

Description: Stores data relevant to system operations or domain-specific objects.
Columns:

e user_id varchar(255) NOT NULL
e tandc_version varchar(10) NOT NULL DEFAULT 'DE_0'
e tandc_time varchar(29) NOT NULL DEFAULT "

USER_NOTIFICATIONS

Description: Tracks notifications related to users.
Columns:

e notif_id varchar(37) NOT NULL
e user_id varchar(37) NOT NULL

APPLIANCE

Description: Tracks device-level information, status, configuration, or roles within a
smart environment.
Columns:



appliance_id varchar(37) NOT NULL

room_id int NOT NULL

name varchar(63) NOT NULL

type int NOT NULL

created timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP
software varchar(25) NOT NULL DEFAULT "
commodulesw int NOT NULL DEFAULT '0'

appliancesw int NOT NULL DEFAULT '0'

serial_number varchar(45) DEFAULT NULL
calculate_average_since timestamp NOT NULL DEFAULT
CURRENT_TIMESTAMP

correction_factor decimal(4,3) NOT NULL DEFAULT '1.000'
is_visible tinyint(1) DEFAULT "1

APPLIANCE_AUDIENCE_GROUP

Description: Tracks device-level information, status, configuration, or roles within a
smart environment.
Columns:

e appliance_id varchar(37) NOT NULL
e audience_group varchar(37) NOT NULL

APPLIANCE_BATTERY_STATUS

Description: Tracks device-level information, status, configuration, or roles within a
smart environment.
Columns:

e appliance_id varchar(100) NOT NULL
e current int DEFAULT '0'
e fota_rejected tinyint(1) DEFAULT '0'

APPLIANCE_FOTA

Description: Tracks device-level information, status, configuration, or roles within a
smart environment.
Columns:

e appliance_id varchar(37) NOT NULL
e release_id varchar(8) NOT NULL
e timestamp timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP



e stepfunc_exec_arn varchar(200) DEFAULT NULL
e silent_exec_arn varchar(200) DEFAULT NULL
e silent_fota_state varchar(12) DEFAULT NULL

APPLIANCE_NOTIFICATIONS

Description: Tracks device-level information, status, configuration, or roles within a
smart environment.
Columns:

e notif_id varchar(37) NOT NULL
e appliance_id varchar(37) NOT NULL

APPLIANCE_ROLE

Description: Tracks device-level information, status, configuration, or roles within a
smart environment.
Columns:

e user_id varchar(255) NOT NULL
e appliance_id varchar(37) NOT NULL
e role varchar(255) NOT NULL

FOTA_TRIGGER_STATUS

Description: Stores data relevant to system operations or domain-specific objects.
Columns:

operation_id varchar(36) NOT NULL

appliance_id varchar(37) NOT NULL

status varchar(16) NOT NULL

last_update datetime NOT NULL DEFAULT CURRENT_TIMESTAMP

LOCATIONS_EC

Description: Represents physical places, including metadata like address, timezone,
and type.
Columns:

e emergencycontact_id varchar(37) NOT NULL
e |ocation_id int NOT NULL
e role varchar(255) NOT NULL



LOCATION_NOTIFICATIONS

Description: Represents physical places, including metadata like address, timezone,
and type.
Columns:

e notif_id varchar(37) NOT NULL
e |ocation_id int NOT NULL

NPS_SURVEY_SEND_CACHE

Description: Holds data related to user feedback surveys and translations.
Columns:

survey_id varchar(8) NOT NULL

appliance_id varchar(37) NOT NULL

user_id varchar(37) DEFAULT NULL

sent tinyint(1) NOT NULL DEFAULT '0’

error varchar(30) DEFAULT NULL

created_at timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP
last_modified timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON
UPDATE CURRENT_TIMESTAMP

PROFILE_SETTING

Description: Stores personal profile information and preferences for users.
Columns:

user_id varchar(255) NOT NULL
appliance_id varchar(37) NOT NULL
amount int NOT NULL

water_type int NOT NULL

BLUE_PARAM

Description: Holds configuration parameters for specific appliance types.
Columns:

appliance_id VARCHAR(37)
water_hardness (INT)
filter_type (INT)

variant (INT)



e auto_flush_reminder_notif (TINYINT(1))
e consumables_low_notif (TINYINT(1))
e product_information_notif (TINYINT(1))

PROFILE_WATER_INTAKE

Description: Blue Device Usage & Consumption
Columns:

waterintake_id VARCHAR(37)
user_id (VARCHAR(255))
appliance_id (VARCHAR(37))
timestamp (TIMESTAMP)
amount (INT)

water_type (INT)

APPLIANCE_HOLIDAY_MODE

Description: Blue Device holiday setting
Columns:

appliance_id VARCHAR(37)

start (VARCHAR(37))

end (VARCHAR(37))

active tinyint(1) NOT NULL DEFAULT '0'

BPD_FAQ_ANSWERS

Description: Answer to Frequently Asked Questions
Columns:

e user_id VARCHAR(255) NOT NULL
e question_id (INT) NOT NULL
e status (VARCHAR(20)) NOT NULL DEFAULT 'neutral’
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